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Abstract: This article frames the highly complex national security challenges of surprise, denial
and deception. These ultimate asymmetric threats exploit vulnerabilities, capitalizing on hubris,
complacency and self-delusion. Such actions prevent the full and accurate assessment of opponents’
capabilities and intentions, and hinder appropriate actions. The long and frequent bistory of
surprise, denial and deception suggest that these are essentially psychological phenomena. They are
¢ffective becanse they challenge and exploit perceptions that fill the gap between what is known and
unknown. The authors present decision superiority as the fusion of information dominance and
decisive action. Technology and intelligence can enhance decision superiority by ameliorating, but
not eliminating, the limits of human perception. Translating knowledge into capabilities and actions
requires agile, adaptive processes and open institutional collaboration within the interagency, with
global allies and the private sector.

Hooker, commander of the Union Army of the Potomac, said: “My plans are
perfect... may God have mercy on General Lee, for I will have none.” General
Hooker’s over-confidence had immediate, mid- and long-term consequences: First,
he was crushed by General Lee. Second, he was fired by Abraham Lincoln. Last,

In May 1863, on the eve of the battle of Chancellorsville, General Joseph

© 2012 Published for the Foreign Policy Research Institute by Elsevier Ltd.

Winter 2013 | 59

doi: 10.1016/j.0rbis.2012.10.005



KASS AND LONDON

his name became a synonym for certain ladies of the evening. The enduring lesson
is that humility is a virtue in strategic planning. Hubris, in contrast, often spells
disaster.

Strategy is hard to do, because it is both an art and a structured intellectual
process. It is the constant adaptation of ends and means to shifting conditions, in
an environment where chance, uncertainty, fog, friction, and ambiguity dominate
To make it even more complex, strategy is a multi-sided affair: the objectives,
intentions, actions, and reactions of other participants—both allies and
opponents—are often opaque and varied. National interests and policy goals play a
critical role, as do diplomatic, financial, technological, and military resources. Other
factors, such as history, culture, ethos, and personalities, all influence strategic
behavior in subtle, but significant ways. In today’s globalized world, driven by a
24/7/365 news cycle, these realities requite a broader, more integrated, less linear
approach.

The twenty-first century strategist’s task demands that it be approached in
the context of its environment, factoring in a vast array of dynamic and increasingly
complex variables. Strategy is not developed in a vacuum. Any use of force is,
ultimately, a political act. Military power must be considered and evaluated in
tandem with other instruments of statecraft, as well as public-private interfaces.
This task requires rigorous, precise thinking and the ability to reconcile or choose
among a spectrum of competing options. There are no easy answers to guide the
strategist along, except the knowledge that the only alternative to a holistic approach
is inconsistency, wasted effort, delayed decisions, and increased risk.!

Strategic success is built on four mutually supporting pillars: grasp of
strategic theory and historic practice; innovation; integration, and alighment.

The function of any theory is to describe, organize, and explain a body of
knowledge. Strategic theory has an added function: it guides action. Thus, it is
nothing but pragmatic. To quote one of America’s foremost strategists, Bernard
Brodie: “Strategy is a field where truth is sought in the pursuit of viable solutions.”?
Therefore, all strategies seek to optimize available means to achieve the desired ends
with acceptable risk.

Innovation is the ability to think anew and capitalize on changed
circumstances—the fusion of creativity and logic ~ Some innovations involve
science and technology, while others are in the realm of concepts and organizational
design. In all cases, the ability to innovate rests on foresight—the aptitude to read
both current and emerging trends, as well as to anticipate their impact. Innovation
also requires courage, perseverance, entrepreneurship, and readiness to “break
glass,” especially in large bureaucracies and across sector boundaries.

1 For a most elegant analysis of the subject see Mackubin Thomas Owens, “Strategy and the Strategic
Way of Thinking,” , Autumn 2007.
2 Bernard Brodie, (New York: Macmillan, 1974), pp. 452-3.
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Learning the Lessons of History

Surprise, denial and deception are as old as war itself. Surprise attacks, ruses,
and guiles were practiced by biblical warriors and kings. A millennium later and a
continent apart, their virtues were recognized and extolled as “the strategist's key to
victory” by the Chinese warrior-philosopher Sun Tzu in his seminal .Arz of War.
From ancient empires, through two World Wars, to the twenty-first century, nations
and non-state actors have practiced surprise and deception and fallen victim to
them—often with devastating consequences.*

Surprise and deception are not only fundamental, enduring elements of
diplomacy and warfare; they are a basic and recurring part of everyday life. We
constantly fail to anticipate events. Frequently, we spring traps; more often, we fall
into them. And always we promise to learn from experience and do better next
time.

In his 1962 introduction to Roberta Wohlstetter’s ground-breaking book
Pearl Harbor: Warning and Decision, Thomas C. Schelling wrote words that are as true
and resonant today as they were 50 years ago:

Surprise, when it happens to a government, is likely to be a complicated,
diffuse, bureaucratic thing. It includes neglect of responsibility, but also
responsibility so poorly defined or so ambiguously delegated that action gets
lost. It includes gaps in intelligence, but also intelligence that, like a string of
peatls too precious to wear, is too sensitive to give to those who need it. It
includes the alarm that fails to work, but also the alarm that has gone off so
often it has been disconnected. It includes the inattentive watchman, but also
the one who knows he’ll be chewed out by his superior if he gets higher
authority out of bed. It includes the contingencies that occur to no one, but
also those that everyone assumes somebody else is taking care of. It includes
straightforward procrastination, but also decisions protracted by internal
disagreement. It includes, in addition, the inability of individual human beings
to rise to the occasion until they are sure it is the occasion—which is usually
too late. (Unlike movies, real life provides no musical background to tip us off
to the climax.) Finally, surprise may include some measure of genuine novelty
introduced by the enemy, and possibly some sheer bad luck.>

The best intelligence services and most elaborate warning systems have failed to
predict war. For example, the Soviet leadership was as surprised by the German

4The academic literature on surprise and deception is quite rich, albeit predominantly a product of the
twentieth century. Among the best sources are: Ephraim Kam, Swurprise Attack: The Victinm's Perspective
(Cambridge: Harvard University Press, 1988), updated in 2004 with a chapter accounting for the
September 11, 2001 attacks; Richard Betts, Surprise Attack: Lessons for Defense Planning (Washington, DC:
The Brookings Institution, 1982) and, of course, the all-time classic, Roberta Wohlstetter, Pearl
Harbor, Warning and Decision (Stanford: Stanford University Press, 1962).

5 Wohlstetter, op.cit, p.viii.

62 | Orbis



#:;9(;,.0* 47,9(;0=,:

05=(:065 6- <5, (: >(: ;/, %50;,+)HD(;(7(B6C:46,5(F2 HB(5,
,(93 (9)69 :9(,30 05;,330.,5*, -6M3,65(6 +(5;@D;O(5 ;
#@90(5 (;;(*2 6- *;6),9 (5+ ;/, ,5x565.5603:,,4M®.6

,=,5;: % # 05;,330.,5*, -(03,+ 65 (568,(;, €0£*26*66:06"
4,90*(5 -69*,: (5+ :,*<90;@ 05;,9,:;0: $6,; A<6/9%¥,;:09*,

(5+ 05*3<+,: ;/, ,)9<(9@ /05,:, 05=(*046p,B- &0,;5(4
#6=0,; 05=(:065 6- ~-./(50:;(5 ;/, #,7;6/4),99(5 9(807(@ O(
9.,5;05, 05=(:065 6- ;/, (323(5+: 9(B® {(/,(*R.<65
<>(0; 02,>0:, 7,9(;065: ,:,9; #;69Db. I3N+64699(805+

9,,+64 (5+ +,:.:,@ (>5 O)@( (33 0556(FH= + ,¥7,065x3 :
Yye ;/, ),330.,9,5;:

5 ;/, 7630;0*(3 -965; ;/, %50;,+ #:5+ 79039, ;695;
:<*/ 05-3,*;065 7605;: (: ;/, -(33 6- ;¢):#8/,5/69(6.,(5+
*90:0: ;/, *633(7:, 6- ;/, #6=0,; %5065 .(B6*0+,'(DH> !(
">(5+( (5+ #<+(5 ;/, 90:, 6- =063,5; 38)(AN:0+,5;364®*A3
46=,4,5; ;/, *633(7:, 6- ;/, % # 3,5+05<))Z5205.(3p+0b6<
+,-0*0;: (5+ -69,0.5 +,); 3,(+05. ;69/+0:5696 05 +0,3, 6<9%
A65, *90:0: ;/, 9() >(2,505. (5+ 0;f :;;©@3B5*36860H5.;/(-;
65.605. *0=03 >(9 05 #@90( (5+ <7/,(=(3 05 .@7;

' / 0 3 , <50;@</(: (%:6

),,5 *(<./; <579,7(9,+ -69 :<*/ +0:(:;,96 (5<9Y3,4939+6=696-
/,956)@ 3 (5+ <2<:/04(¢ +,9(/8<05,.: ; -8B6HO:
603 :7033: ??65 (5+ ! (5+ /<990*(5,>B06~:/ 5®;9),3@ 9
*[(5.,+ 4,90*(C: =0,> 6- +64,:;0* +0:(:;,,9*;89,7(9,+¢
*669+05(;065 (5+ 9,30,- 67,9(;065:

@ ) : 9 (93@
+,30),9(;, 4030;(9@ (;;(*2: , . "<:;;00®: 65 >6P.0(64906
(**69+ 73(<:0)3, +,50()030;@ (5+ ::8@2, (5+/;+®B3E%(*@0
. o, #;<?5,; (;;(*2: 65 9(5C: 5&*x3,719@:6{t33 @ 65, (96
05-9(:;9<*;<9, >0;/6<; <:05. 205,;0*%9®)0<;,,+ 651 9+ 09*860Q 5+
653@ ;/96<./ <5(<;/690A,+ 3,(2: 69 >90;;*5<8<3(P0B.(;<9
>(9505.: 56;>0;/:;(5+05. O0; O: ( :(-, XL69Y(*@) A5(+;6125

*90773,: i/, %50;,+ #:(;,: 7(9(3@A0®. §6;306<9505;,9% 5,
"6@ 6+:65 (5+ (4,: '09 ;A "# , > #
9<5:>0*2 $9(5:(*;065 !<)30:/,9: (5#,,3(3:6 O0*#(,3

65+65 9(52 (:: (5+ 6 D+ (5+ 7/9(04 (4 $ !
67 *0;

5, 6- ;/, -,> )662: +,+0%(;,+ ,?*3<:08;3@: ;®Y(,B364((5+,3<97 9
(5/(4 %50=,9:0;@ '9,:: 6- 4,90%(

Winter 2013 | 63



>185-:@ 9585@->EG-88 45:35:3 ;: A:599161iD@5/1?7?
?<1/@>A9G5@ C588 .1 /;:?501>10 - ?A><>5?1 @; >5B-8
5 ? @ X -8?; B .11:
- 3;:;0 @1-/41> ;> 1D-9<81 1-/4 ;2 @44+3>C-@ .<@4>7?
- B5/@59 -:0 - <13FIl@-@93585@->58E ?7A><>57?710 .
2-5810 @; 81->: @41 81?7?;: -:0 C-? ?A><32B?U0BB3-5:@bC*
9-:-310 - 01B-?@-@5:3 ?A><>57?1 -@@57710;: . BE@@-:C-E =
5: #/@;.1> (41 1:?A5:3 >1;>3-:5H-@3>=B5%215@°~

T @C5@4?@-:05:3 ?>-18 C-? ?2A><>5%10--305: 9E?@41
>1/1:@8E .E @41 0195?71 ;2 @41 'A--B5@>83%91/1043F4Q
2:> <8A? E1->7?

5 7 1 C 5 P 1
->>-/7? 5: 15>A@ @41 ):5@10 '@-B11>?>-844534159@-4@
@1>>;>5?7@ -/@? 5:/8A05:3 @41 l:0@>-/7@041@41 +
.;9.5:3 ;2 9.-??51? 5: 1:E- -:0 (-:F-:5-:-@04@371 -@
5: 01:G-88 @>-/1-.81 @; -8 %-10- % ,1@16:@58
91>5/-:? 7:1C @4-@ % 4-? 01/8->10 C->:Q:-8461 5 2!
?21=A1:@8E @41 -O@-/7?<>@21 91?2@1 @B @

-3-5:?7@ @45? :-@5;: ?5:/1 $1->8 ->B> A A @.0;@41@
91>5/-: <1;<81 A:-C->1 ;2 @41 0-:31>A1L017@A::10 .E @ ¢
! ; ? @ >0 B14;/5@E
2 @41 >-. '<>5:3 @ ?2@;;0 .E -?10> @ GES®& -34%31°?
-:0 (A:5?5-G-:0 ?4-71: -@ @415> 9;;>5B2A8>;?22A4@41
1:?7A5:3 -?2/1:@ ;2 @41 'A?859 > @41>4A<02-A/89101LBE 9;
-:0 >;; @10 5: .;@4 2-?/5?9 -:0 ?78-@538D @>1932992
@41 ?@>-@135/ 8-:0?/-<1 5: - >1351 €C@1l?@-Bi@-8 @'41!
59<85/-@5;:? ;2 @457 5:281/@5;: <:®2:@4A.:2;:8BE 2AAHD
@45:3

(41 @1>9 H E.1> $1->38 ->.> 8§-21A302;8FEL>- @ @5 5 8A |
>05:-@:;> 2;> '"1/A>5@E 12>-2@>A @A S5 FAG A @G> A2 @ 1
"1C ,;>7 -><1> :885:? '1/>1@-2@ @2 4:21:82; A?186-@41 @
:A91>;A? 9105- B51C? -? C188 -? ;:3>17?7?5;:-8 41->5:37

(41 .1?@ B;8A91? ;: +;>80 +-> 00DAY1<8@5;:& "#1>-@5;:7

$ "( '$ $ "1C",;>7" '59;: -:0 '"14A?@1> % 1:!'-/5:@
" HH " % $ "( $1C ;67! #;C: -:0 :@4;:E (-B1" >;C:

# A582:;>0 E;:? $>1?? 1;>1 3:EL>095@3@@°? 6418A01:0 +3>80
+-> $$ " # " $ $0 40 $86,'95:3@ ;: :05-:-
):5B1l>?5@E $>17?77 *5/@:> -B52 $9B!: " $$ # $
#$ " M C L i>T o N $30 4 #HE"( $ % $%
;A801> +1?@B51C $>17?7

&5/4->0 '"4A8@F > -:0 &A@2/1<x@B585-10 '@Q5@@35/ 'Ht<®*T
%-5J0-J7? #<1>-@5:#%1 & $ " A:1l <'#

(41 -:A->E 1.>A->E " 5278 -8B ;221>? @4>11 056?7@5:/@ <1>7<1

6;5:@ @5@81 H >-. '<>5:3 ;> ?8-9%1® +B2@15: | .(EA85/A?P85: (@ -E
"141:71>

64 | Orbis



Strategic Imperatives

These examples demonstrate that all surprises have at least three things in
common. First, they are traumatic to the victim. Second, they accord a significant,
albeit temporary, advantage to the initiator. Third, they generate a seemingly endless
stream of assessments and analyses seeking to determine what happened and why,
who was at fault, and how to reorganize the system in order to avoid a similar failure
in the future. While the first two attributes apply primarily to military surprises, the
third is universally applicable to military, diplomatic, and economic surprises—and
even to natural disasters. This pattern will likely endure well into the twenty-first
century, even as we continue the quest for technological and organizational
solutions that would alert authorities to emerging threats, facilitate warning, improve
decision-making, avert surprise, expose deception, and make the nation more
resilient, more effectively organized and, thereby, better prepared to deal with their
aftermath.

Propositions, Premises and Tenets

Strong, confident nations like the United States lack the natural incentive to
employ surprise, denial and deception. Indeed, these are often dismissed as
“weapons of the weak.” Surprise, denial and deception are the ultimate asymmetric
threats because they interfere with one’s ability to assess adversary’s capabilities and
intentions, as well as account for one’s own vulnerabilities. In a democracy, this
reality further impedes the ability to make timely, effective decisions. Surprise and
deception also influence policies and public opinion at home and abroad, thus
potentially shifting the balance of power by shaping perceptions in the adversaries’
favor.12

Surprise, denial and deception exploit natural proclivities and inherent,
systemic vulnerabilities, capitalizing on complacency, misperceptions, and self-
delusion. Unable to take their opponents head on, asymmetric actors rely on the
force-multiplying effects the shock and psychological dislocation that surprise
inevitably produces. Defeating these threats—denying them this asymmetric
advantage—requires a thorough understanding of the nature of surprise, as well as
the resolve to minimize its impact and consequences.

Surprise determines the time, place, and nature of the first engagement. It
does not define the ultimate outcome. However, this principle is up for grabs and
must be reaffirmed each time by both the target and the initiator. Pearl Harbor
both symbolizes and validates this proposition.

12 The best textbook on the role of perceptions in international affairs remains Robert Jervis, Perception
and Misperception in International Polities (Princeton: Princeton University Press, 1976). See also Yaacov
Vertzberger, The World in Their Minds: Information Processing, Cognition, and Perception (Stanford: Stanford
University Press, 1990).
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The Japanese believed that the destruction of the Pacific Fleet would deny
the United States the ability to interfere with Tokyo’s designs in Asia. Not only
were the Japanese wrong about America’s capabilities and intentions, the “day that
would live in infamy” brought the United States directly into World War II with the
stated objective of “unconditional surrender” of not merely Imperial Japan, but the
entire Nazi-led Axis. Japanese Admiral Hara Tadaichi, who commanded Carrier
Division 5 in the attacks, quickly concluded that: “We won a great tactical victory at
Pearl Harbor and thereby lost the war.”13 His prescience was quickly proven by
Doolittle’s Raid against the Home Islands on April 18, 1942; at the Battles of Coral
Sea and Midway on May 4-8, 1942 and June 4-7, 1942, respectively; at Hiroshima
and Nagasaki on August 6 and 9, 1945; and, finally, at the surrender ceremony
aboard the USS Missouri on September 2, 1945—three months after Germany
surrendered on May 7.14

This pivotal chain of events demonstrates that surprise and deception are
means, not ends. To succeed, the initiator must be able to exploit the opportunity
thus created. Otherwise, the initial shock might be short-lived and the advantage
fleeting. The target is just as likely to recover and respond—often in an asymmetric,
if not disproportionate, manner—imposing a price far exceeding the initiator’s
original cost-benefit calculus.

With this in mind, what follows are ten propositions intended to guide
soldiers, diplomats, and decision-makers at all levels, as well as all those who
support the endeavor to remain ever vigilant in providing for the common defense.

1. Always conduct a reality check from not only your own perspective but
also that of the opponent. Reality always has rough edges, ambiguities, and shades
of gray. If everything is crystal clear and consistent with your best-case scenario,
and the adversary behaves just like you would in similar circumstances, you are

probably being deceived.

2. State assumptions clearly and explicitly. Identify pivotal assumptions,
those that if proven wrong would upend your entire approach. Develop a system
to periodically revalidate these assumptions, making sure you don't confuse
estimates with facts, or hopes with viable courses of action. Remember that any

13 Herve Haufler, Codebreaker’s Victory: How the Allied Cryptographers Won World War II New York:
NAL, 2003), p. 127. See also The Pacific War On Line Encyclopedia,
http://pwencycl.kgbudge.com/H/a/Hara_Chuichi.htm.

14 Of the many volumes covering the War in the Pacific, see, in particular, D. Clayton James,
“American and Japanese Strategies in the Pacific War,” in Peter Paret, Editor, Makers of Modern Strategy:
From Machiavelli to the Nuclear Age (Princeton, NJ: Princeton University Press, 1986); Russell F. Weigley,
“The Strategic Tradition of A.T. Mahan: The Strategists of the Pacific War,” The American Way of War:
A History of United States Military Strategy and Policy (Bloomington: Indiana University Press, 1977); Allan
R. Millett and Peter Maslowski, For the Common Defense: A Military History of the United States of America
(New York: The Free Press, 1994). See also, Paul Fussell, “Thank God for the Bomb,” The Guardian,
July 21, 1989, pp.1-8 and Michael Waltzer and Paul Fussell, “An Exchange on Hiroshima,” New
Republic, Sept. 23, 1981, pp. 13-14.
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KASS AND LONDON

10.  Guile is neither the opposite of valor nor an effective substitute for
capability and capacity, but it saves lives and treasure. It is an asymmetric advantage
we forfeit to others at our own peril.

Surprise, Warning and Decision

Asymmetric actors’ use of surprise, denial and deception to level the playing
field has far-reaching implications. To begin, it is useful to draw a clear distinction
between two perspectives inherent in any unequal human interaction: the target’s
and the initiator’s.

For the initiator, surprise is a process or, more precisely, the outcome of a
deliberate, often painstaking effort. It is a plan coming together in a concentrated
burst of activity, a plan in which everything worked just right to produce the
expected result. Having pulled it off, the initiator's mission is to exploit the initial
success in order to achieve the desired political, military, economic, or informational
objectives.

For the target, surprise is an event: sudden, stunning, traumatic, and
humiliating. Surprise catches the victim at his weakest, exposing and exploiting his
failings. The after-shocks linger on in the victim's memory, shaping and impacting
future behaviors. Assuming the target recovers—an assumption the initiator rarely
makes—surprise precipitates a scramble to recover, allocate blame, and reorganize
“the system” which failed to warn of the impending disaster. It is only after the fact
that the victim becomes aware of what caused the event to happen. In other words,
the target learns the makings of surprise only in its aftermath.!>

Looking at any surprise in retrospect, one tends to be less impressed by the
initiator’s skill than by what appears as the victim’s fatal self-delusion, if not abject
blindness. The striking thing about surprises is that one can never quite understand
how it could have happened. How could the victim be so oblivious? Indicators of a
calamity in the offing are always starker affer the “unthinkable” has occurred. With
20/20 hindsight, it is much easier to see how one could have anticipated, planned for,
and perhaps even deterred or averted the surprise.

In a way, this is akin to putting together a jigsaw puzzle for the third time.
Because the individual elements and the overall pattern are familiar, it is easy to pick
out the appropriate pieces, in the correct sequence, and fit them into a coherent
whole. The task of “connecting the dots,” even recognizing the dots, signals and
indicators out there, is quite simple once one knows what to look for. To appreciate
and learn from the difficulties and uncertainties facing both the actor contemplating
surprise and its intended target, one must place themselves in the participants’ shoes
and consider the situation from their perspective, as the actual events were unfolding.

15 Cynthia M. Grabo, Anticipating Surprise: Analysis for Strategic Warning (Lanham: University Press of
America, 2004). See also, John Gooch and Amos Perlmutter, Military Deception and Strategic Surprise
(London: Cass Publishing, 1982).
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Strategic Imperatives

*

Figure 1: Model for Processing and Ordering Information

Within this natural, if rarely recognized, process are specific points of
vulnerability where new information is filtered out, dismissed as irrelevant, ignored,
or simply left fallow. Insofar as the perceptual prism is dynamic and new facets are
formed as inputs are sorted into the patterns that constitute memory, such
information becomes irretrievable. This goes a long way towards explaining why
collecting vast amounts of data does not necessarily lead to better situational
awareness and decision superiority; why we tend to repeat the past’s errors, and why
recording lessons is so fundamentally different from actually learning from
experience.

Surprise “short-circuits” this process. It forces the target to quickly come
to grips with biased perceptions, erroneous assumptions, and flawed pattern
formation. This disruption generates two sets of possible outcomes, dependent on
the degree of surprise and the time available to adapt: 1) change in perceptions and a
new, flexible information flow, allowing appropriate decisions and actions, and 2)
cognitive dislocation and persistent paralysis.

It is the latter case wherein the target becomes a victim. The deeper the
surprise, the stronger the going-in assumptions, the more rigid the processes, and
the more valuable the information that has been lost along the way, the higher the
potential for cognitive dissonance and, consequently, the more persistent the
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Strategic Imperatives

Throughout history, leaders at all levels have operated with limited
information and constrained situational awareness. Today, decision-makers are
suffering the embarrassment of riches, virtually drowning in data delivered at a
velocity and volume far exceeding their ability to absorb. The United States must
continue to develop systems that are not just network-centric, but knowledge-
centric. These systems would integrate data in a manner consistent with natural
neurological patterns, presenting information in a format that enables timely, logical
decisions. To this end, we must fully harness the power of machine-to-machine
interface, freeing up human resources for activities where intellect and esprit remain
indispensable.

Warning and decision superiority further demonstrate this dilemma.
Indications and Warnings are collected, processed, evaluated, and disseminated by
the Intelligence Community—a highly complex, largely closed system, comprised of
individuals, groups, organizations, technologies, and processes. The people who
make up the system are subject to biases and preconceptions that define their
perceptual prism—the mental lens through which each human processes
information. Inputs that could become warnings are interpreted by diverse groups
and hierarchies who shape content, detail, and level of urgency—well before the
warning is delivered to decision-makers for action.?

Whether a warning was actually issued—and, if so, by whom and when—is
an interesting element of the post-mortem and institutional finger-pointing that
usually follow surprise. While such claims might be personally or organizationally
gratifying, they are ultimately irrelevant. Warning means nothing if decision-makers
fail to act. Such failure might occur for any number of reasons. It might reflect a
natural reluctance to deliver or accept bad news, and the equally understandable
preference for consensus—versus a direct challenge to authority or dissent from
conventional wisdom. Action might also be delayed due to often justifiable
concerns that overt counter-measures and steps to enhance readiness might actually
be mistaken as aggressive and provoke the adversary. Last and perhaps most
pernicious, inaction might mirror the primordial inability to imagine the full nature
and magnitude of a looming threat.

These perspectives shed new light on the often-discussed distinction
between “intelligence failure” and “policy fiasco.”?! To use a recent example: there
is little doubt that the surprise attacks of September 11, 2001—and the in-depth
inquiries that followed—weighed heavily in the Intelligence Community’s and

20 Mark M. Lowenthal, Inelligence: From Secrets to Policy, 5% edition (Washington, D.C.: CQ Press, 2012).
See also Cynthia M. Grabo, op.cit and Jonathan S. Lockwood, op.cit.

2 Russell G. Swenson, Intelligence Dissemination: A Key to Strategic Warning (Washington, DC: Defense
Intelligence College, July 1994), pp. 1-18. See also, Daniel F. Landers, "The Defense Warning System,"
Defense Intelligence Journal, Spring 1994, pp. 21-32.

Winter 2013 | 73



$$ o

?-+<;1=- 9)5+0E: 9-)+;165 ;6 46<5;15/;0%K,19)816%: )5,
7<9:<15/ >-)765: 6. 4):: ,-:;9<+;165 (65+-85:3-#3151906:

1::<-, *@ ;O0- <:0 ,4151:;9)
01/031/0;-, ;0- 7631+@ 6. C)5;1+17)969B3)+,aA633D )+;1
C-=-5 1. <5+-9;)15;@ 9-4)15: ): ;6 ;04 @E:- ));5)+23Pp+- 6.
6;0-9 >69,: ;0- ,-+3)9);69@ 7631+@ 6.)0-9&51:;<,9%9,9;
:096</0 79--47;165

%096</06<; ;0- <:0 ,4151:;9);165- :3kx/0; 9)81
& $-+<91;@ 6<5+13 #-:63<;165: AQG1L3@0B.3&L5/ ®B);; 5D -
' C)33 4-)5: 5-+-::)9@D )+;165 1. 99)8151,;66;&+6473
-5-9)3 ::-4*3@ ;0); $-7;-4*-9 "9-:1,-5; C&I- $-+<90;@):;
6<5+13 #-:63<;165: >133 *- -5.69+-,,B*39D+;b66+61*39 *-

;0- C 615; #-:63<;165 ;6 <;0691A- 94-&:6B+-&51;-,
)/)15:; 9)8 D 9-1;-9);-, ;0); C1; :0851;-*$;)0-:703D+4H 6-.
;0- $),,)4 <::-15 9-/14- )5, 79646;- ) ,-460-96 </ G733+ --
4-)5: 5-+-::)9@ D

%0- ,4151:;9);165E: 15;-5; >): .694)33@ :;);-, 15
<3;14);<4 ;6 $),,)4 <::-15 )5, 01: :65: ;®689)=-C%P8191;
9-.<:)3 ;6 ,6 :6 D "9-:1,-5; <:0 :)1,9@6«85.8%2+:;83- 16513
'-)9 ,6>5 ;0- )77)9);<: 6. ;-9969B;0- @AMS9FHLED :®81*-
9--,64 >): 3)<5+0-, ;09-- ,)@: 3);-9

6 ( : >9- .6<5, 15 9)8 )5, >1;015 46H51%-6. ;6773
;0- .6+<: 6. ;0- & $ 3-, +6)31;165 :01,:;}5,;6-405,469- 67-
41::165 6. :-+<915/ ;0- -5=19654-5; >0O3)50-3DPBK/Q;)*.
+6<5;-9 15:<9/-5+@ 67-9);165: . +))9%)8)4-:;86<5;--5)5,
): ) +6:;3@ 4<3;1 @-)9 6++<7);165 ;1«¥33@ 6715169 <XD

7-9+-5; 6. 4-91+)5: 0), -5,69:-;46%319@5+;16E
.964 76>-9 @ )@ 7-9+-5; *-31-=5,);@¥%:;;)®- >)9 (
"9-:1,-5; )9)+2 !*)4) >): -3-4+;-, 15 6=-4¥4%B5/ 67®6%N1:1
;015/: ;6 -5, ;01: C<5>1:-D )5, C,)5/-964*-91:;9)+;165 D
;0- 3):; 6. & $ ;9667: 7<33-, 6<; 6.+68b815=-5 )6 H65=&35
15 :-+;)91)5 =163-5+-

(013- ,-*);-: ): ;6 ;0- 9-:7-+;1=- 963-:)83)@6,31@ @5
0)=- 3)9/-3@ -5,-, 15 )5 <5-):@ ;9<+3659)8066b6>165-& ;H
=1->: 6. 6;0-9 366415/ ;09-);: 6:; 5H33@):;0-+9)8)(
2-@ .)+-; 15 ;0- 791:4 ;096</0 >01+)7)9ISBE;@B<-:,=169-5<+

1: 7-9+4+-1=-, ): ) .)13<9- ;6 +6554145 )0-1463.@) ) D5:96
9)8 1: >1,-3@ =1->-, ): 6=-9 9-)+;165 16 >0%;)563<3,5C
)5)3@:1: %0- 7631+@ ;6>)9, 9)5 ®1,33+;7);0-;0);1P=6;5, .
*6;0 -?;9-4-: 6 1; 1: >69;0 56;865796%9);:015)96 71-5.

65/9-::165)3 #-:-)9+0 $-9=1+- #-769;
)9+0
*1'

74 | Orbis



%<:)<-/1+ 58-:)<1>-;

,1:-+<4A 8:787:<176)4 <7 <0- <1507 @6*-4)84- 1+ 7))
1; <0)< ?):616/ <15- 1; ?);<-, <15- =64-;; )+<176 1; <)3-1

1 > - 6 -6<; 0
),>-:;):1-; 0)>- ) 5)27: 16+-6<1>- <7 =)F)1664)4 %6, ,--
16<-441/-6+- +744-+<176 )6, )6)4A;414)A-, ?):616/ 1; ,-6:
51/0< 8:-+4=,- <15-4A )+<176 <7 )>+x1506)d06)<? &-3;7)1
-;8-+1)44A :-41)6< 76C)6, ),-8< )<C,462)4;)6':7,44-89%K76;
7. ( ; )6, ),>)6+-, ?-)876; ;A;<-5; ); A-44)p, B4ZB41< 6

<:)..1+4+3-:; ):- )4;7 01/04A 16+-6<1>83B;;:67 DBEL44%/+E¢
;=:>-144)6+- )6, :-+766)1;;,)6+-C<0- D=6*416316/ %$ -A-
& 0 : - 176; )b, 676

;<)<- )+<7:; >1-? ,-61)4 )6, ,-+'-8<107-6'6;1.<7;+%<5)x4,<1)6411-<.
Y441-; ):- 413-4A <7 *- )+-, ?21<0 -$=<01)6)4<p6l- ;077:<,0<

)3- -l):,4-;5; 7. <0- <-67: 7. );<:|6K; F8)%1@GbL;-..7:<;
41<-:)44A *=:A 1<; 6=+4-): .)+141&K4)<5117&%;,C-B0 £6--8/77.=6;1
<0)< 1<; 5);;1>- +7584-@ 1; ,-;1/6-, .78 &k0=+86)+-6=4A8=:

)6, 5-,1+)4 1;7<78-;C):- 8:15- -@)584-4-160<1®); 0:)/) -6 -)¢
>-:A +76;1;<-6< 16 -5847A16/ ;=:8:1)-A5564)U+)6;)6-+<9<1
<0?):< ' % 16<-:-;<; 16 ) :-/176 16 );80-:-; K71643E56)-1
13-?1;- # 5)6=)4; )6, ->-6 ) +=:;7:A ,6&6-7T6-<;}x+0<03:
<0-;- );A55-<:1+4+ <774; )6, :-4)<1>-45746/-/@8-6;1>-);16H)A~
)++-;;1%4- <7 <-::7:1;<; 6):+7 <:)6. N4+ 3:1)6)B)3L76k-, +:1

- + - 8 < ;- )b, 7
,-+-8<176 8:7,=+- )1/PA61L+#P6<4A 16+:-);16/ <0- +0)6+-;
6,--, ,-61)4 )6, ,-+-8<176 ):- =;=)44A/CAF.-;LN;6x14<0=;
16<-6< %1584A 8=< ?20A ?7=4, )J6ATG6-;7Th<@0:167 60)3 7:
1; 4-/1<15)<- )6, 0):54-;; &0- -4-5-6<; 7-.8,1#-841L77®& CZ(

-)41<AC76- ?27=4, ?2)6< <7 ;07? )6 ),>-:;):A ):- 9=1<- ;15¢

)>1, JA. D -61)4 )6, -+-8<1767":E+<1l+-; 7. ( "":741.-
(16<-: 88

$1+0):, ! :5;<t76/ -.-6;- &-+061+)4 6.7:5)<176
-6<-: " $-87;1<7:A 0<<8 ?2?2%U4<1@814 )<1l+ <8,.=

) > 1, 6,:-7? i I D &O - Y7 7. 16-+1;&%:11¥F¥6)6, ' 6/7-:607
016) E " =4A" 88

D%8-+1)4 1;8)<+0C 10), )6 ,< &;1): $:;1):50 Ubg<slct<

$ * 17 88 7: 56;4)<E766<96<5:)6)4A;1;

??? 5-5:1)B,/??? ;1<-16<-4/:7=8 +75 %-- )4;7<G130)V:41-; %0l=4<B 56,
78 +1<

Winter 2013 | 75



$$ rod

(6;8 +)7)*131:1-9 )5, <;35-8)*131:4)-33p8)8,-1..-8-5: :0
(6; 15:-5, :6 ,6 964-:015/ -39- :0)5 ->7-+:-,

(6; 15:-5, :6 ,6 1: -39-=0-8-

(6; 15:-5, :6 ,6 1: 15 ) ,1..-8-5: 4)55-8

(6; 15:-5, :6 ,6 1: ):) ,1..-8-5: :14-

(6; 256= 468- 68 3-99 )*6;: ?6;8 +646-:)15688 :0)5 ?
%0-18 )+:1659 )8- 468- 68 3-99 .8;1:.;3 :0)5 :0-? 8

65.18415/ )5 67765-5:D9 ->7-+:):165B5196)39)B59- -022-8
7-8+-7:1659 %0-8-.68- ) /66, ,-+-1<1883 BP-339C 7D+ :)8<-
6. 8-)31:? *? 786<1,15/ +65919:-54;8:18%368+QA)H/5+39-9;910
:0- :)8/-:D9 *-0)<168 )9 .--,*)+2 :6 46)134):19.069+)157;:@-
),<-89)87? :6 +6441: :0- +81:1+)3 -8858P3)B):15%+B3)9-8)S5-
67765-5:D9 9;9+-7:1*131:? :6 6;8 )+:8:659:?)56 +~pb”10B4 @
65 6;8 <;35-8)*131:1-9
$ ; + + - 9 ,-919165

015/- 65 )5 )++;8):- ;5,-89:)5,15/ 6.:)016H)7)613444)%,)5,
65:863 644;51+):1659 647;:-89 5:-33186HBA*6#0+655)
65-D9 6=5 )9 =-33 )9 :0- ),<-89)8DBN9 96, 8H6-33-4-:1066, 95~
786+-99-9 )8- 256=5 )5 ),<-89)87? 41/ * -¥3A-656 )&HD1,
*:?215/ :14- )5, -50)5+15/ :0- +0)5+-926=190115D045//(®:;; A58
),<-89)81-9D ,-+19165 4)215/ 786+-B9+H 58633 B/7 7G-8: 35
6. 15.684):165 ),,15/ 4193-),15/ 15.6849:68515/)5, |
7-8+-7:1659

33 9:8):-/1+ 73)5515/ 19 *)9-, 65 ) 99-66+;BDI 07-5.65
+68- )99:47:1659 )8- 786<-5 =865/ AUSB-®8%.191817381-&

)5, 15:-331/-5+- +644:51:1-9 :0): .)13-, :, 6 :6 Y(3 18,
)99;47:1659 ),67: 5-= +65+-7:9 :8)58B686863L5B@):16
*8.)2:086:/0 :-+05636/1-9 0 41319B4-9 )&,565:-)3ABL 5

:0-49-3<-9  )13:8- 6++;89 15 :0- +H)5:-1)B+6)5+§x98)33
979:-41+ 786*3-49 :0): .)33 15:6 :0/%81,199:15+: *;: 8-3):-,

:0- 5):;8- 6. )5, :8-5,9 =1:015 :0- 9
-5<18654-5: :0- +0)8)+:-8 6. :0- 677@B59%:3<65-M9 6=5

: -5 -85)8, %8)1568 &8$ #L+:6*-8B -+-7:186
8-7815:-, |+:6*-8 === 4+) 4)815689 68/ /)@-::- ,-+-7:1

69-70 ' ),,=-33 B -+-7:165 &$ 8¥P0'Y88)6-3I2+/ $:63698 59:1:;:-
~+-4*-8 "y;3 #699) B%O0- -51)3 )5, -+-7:165-00)3B462 :6 5:.

6,965 )5, )4-9 67181@ 77

76 | Orbis



Strategic Imperatives

impact of technology—be it disruptively new or employed in unexpected
ways; and failure to anticipate the second and third-order effects of both
action and inaction.

® Failure to Learn from experience—both one’s own and others’. Selective
reading of history is particularly pernicious here, as is mistaking “lessons
recorded” with lessons actually learned.

® Failure to Adapt behaviors, concepts and institutional constructs to the ever
changing domestic and international dynamics, as well as to evolving
adversarial operational, technological, and/or doctrinal innovations. Failure to
validate pivotal assumptions and adjust accordingly falls in this category as
well.30

In contrast, victory comes to those who foresee, recognize and act upon
emerging changes in the strategic environment. Thus, the first strategic
implication is: beware of complacency and the perils of strategic myopia. The lack
of foresight which led the British to conclude after the Second Boer War (1899-
1902) that, henceforth, the Empire’s armed forces needed to prepare for nothing
but counterinsurgency was quickly exposed as fallacy in the blood-soaked trenches
of Somme and Verdun. The corollary strategic implication is: beware of
concepts—however valid for a specific time and place—becoming dogma and
stifling fresh thought.3!

The strategic inferences are readily apparent: First, aggressors tend to
assume risks that seem irrational and improbable to the intended victim. This
leads to strategic dislocation and, potentially, catastrophic failure. Second,
reputation and credibility born of past successes might not suffice as a deterrent.
Third, current exigencies must be balanced with future requirements. Any single-
focus approach bears a huge opportunity cost. The rest of the world has not taken

30 For a brilliant, in-depth discussion see Eliot A. Cohen and John Gooch, Military Misfortunes: The
Apnatomy of Failure in War (New York: Free Press, 1990).

31 History is replete with examples of disasters born of a lack of strategic prescience. The U.S. Army
after the Civil War spent 30 years fighting Native Americans, only to struggle to deploy a brigade 80
miles off the coast of Florida, against Spain in Cuba. Similarly, Britain and France post-1815 let their
militaries atrophy—while their hubris blossomed—resulting in a blood bath in the Crimean War and
near-existential disasters in the two World Wars that followed. Likewise, in the wake of their
spectacular victory in the June 1967 Six Day War, the Israel Defense Forces rested on their laurels,
ceased innovating, and focused on policing the newly acquired territories, secure in the soon-to-be-
proven fallacy that past successes and strategic depth will deter any future conventional threat. Six
short years later, in early October 1973, Israel was fighting for its very survival on the Syrian and
Egyptian fronts, having fallen victim to strategic surprise masterfully orchestrated by the seemingly
defeated foe.
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KASS AND LONDON

circumvent America’s core advantages, while undermining international support and
domestic resolve. 33

The unprecedented lethality and effectiveness of Western militaries deter
opponents from massing on the battlefield, driving them to adopt distributed and
dispersed operations. They find maneuver space and sanctuary in dense urban areas,
ungoverned hinterlands, and loosely regulated information and social networks.
These adversaries pose a significant challenge to America’s vital interests at home
and abroad.

Meanwhile, ascendant powers—flush with new wealth and hungry for
resources and status—are posturing to contest U.S. superiority. These adaptive
competitors are also translating lessons from recent conflicts into new concepts,
capabilities and doctrines tailored to counter U.S. strengths and exploit
vulnerabilities.3*  Consequently, the United States and its allies face an
unprecedentedly varied array of threats, ranging from existential to potentially
crippling perils.

Existential threats are risks to America’s way of life as a democratic society
with a functioning economy, governance, public services, and infrastructure. By
definition, the result of an existential threat is that the United States, as we know it,
ceases to exist. Among such threats are: large-scale nuclear attack; biological attack
against people and/or food supply chain; total cutoff of energy; massive cyber
attack—to include electro-magnetic pulse (EMP)—which brings our way of life to a
standstill; rapidly spreading pandemic overwhelming all services; natural disaster on
an unimaginable scale; weaponized, disruptive technology that threatens extinction
or long-term paralysis (e.g., bioengineered pathogens or plasma weapons).

Among existential threats to allies—possible, but unlikely to the United
States—are: foreign invasion; genocide; violent regime change resulting in civil or
cross-border war; famine (natural or man-made), climate change leading to mass
migration.

Existential threats should be distinguished from crippling threats which
severely affect a segment of society, a geographic region, or an isolated portion of
the country’s infrastructure. A crippling threat is recoverable, although the recovery

3 Thomas Hammes, The Sting and the Stone: On War in the 21+ Century (St. Paul: Zenith Press, 2004).

34 Consider, most notably: Anti access/Area denial weapons and operational concepts designed to limit
US. freedom of action, potentially placing Carrier Battle Groups and Amphibious Forces at
unacceptable risk; “Generation 4-plus” aircraft, like the Chinese J-29, that could challenge America’s
aging fleet and, potentially, air superiority; Increasingly lethal, integrated air defense systems that could
negate weapons and tactics used to suppress or destroy these systems; Proliferation of surface-to-
surface missiles with growing range, precision, mobility, and maneuverability—capable of delivering
both conventional and non-conventional payloads; Proliferation of unmanned aerial systems capable of
conducting low observable, persistent, intrusive missions in both lethal and non-lethal modes;
Resurgence of offensive counter-space capabilities; Increasing ability of even marginal actors to
observe and track the disposition of U.S. assets through widely-available, inexpensive commercial
means; Attacks through cyberspace are already creating tactical, operational and strategic effects at low
cost and with relative impunity.
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